Ardent Sentry 07
After Action Review
Amateur Radio Operations
5/10-14/07

Executive Summary

The 2007 Ardent Sentry Exercise was not the firstsokind; these exercises have been played
out by the military since October 2002. What igque about the 2007 exercise is that it was the
first time civilians took part in it, and on suclyend scale.

A multitude of civilian and governmental agenciemi seven Indiana counties participated.
These agencies interacted with military units amgfrom many states outside Indiana. Both
Reserve/Guard and active duty military participatethis exercise.

This collaboration of effort proved to work welljttbecame overwhelming for local incident
commanders to handle. Soon after the exercisenbaghoint Forward Operations Center was
established at Camp Atterbury to assist in cootdigahe exercise.

Marion County Incident Command was establishedmmihgs County, on Muscatatuck Urban
Training Center (MUTC) in order for responders &vé an adequate amount of space in which
to portray the disaster response.

The internet-based program, WebEOC, was used exédnto track dispatches and responses.
It has reporting and emailing capabilities as \aslimnany other critical task managing attributes.

Amateur radio was not originally written into tl@gercise, but by due-diligence was allowed to
participate and be evaluated along with all otleeponding agencies. Many participants,
civilian, governmental and military alike, visitéte amateur radio stations at MUTC and Camp
Atterbury to ask questions of their capabilitidédarion County Emergency Management
welcomed the use of ham radio from the very tiney learned of the exercise.

A formal net was not established, however, an médrone was. In a large scale incident, there
should be at least one frequency for hams to toime @rder to receive updates and allow them to
‘check-in’ to signify the fact they are there aratfipating. Picking the operating band will be
dependant upon the participating stations (EO@djti@s to communicate together.

Since the incident command area hams became reljgofos the managing of the Incident
Staging Area, by request of EMA, ham radio operatibecame the second mission instead of
the primary. All-in-all, ham radio operations wegrerformed excellently. Hams were prepared
and on-the-air to connect the incident command#r anmy site that was ‘in play’; Camp
Atterbury which was base to Joint Forward OperatiGenter, the State Remote EOC
Communications Vehicle, the State EOC in Indianiaptthe Marion County and other six
participating county EOC’s. They had communicadianth long range communicators such as
MARS (Army, Air Force, and Navy-Marine Corps) aridtswide ARES / RACES HF network.
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|. Background

In November 2006, the State of Indiana and locahaggs from the Indianapolis Metropolitan
Area, in conjunction with Homeland Security DistiResponse Task Force 7, began planning
for the Department of Defense’s Ardent Sentry /tNem Edge Exercise. The Exercise is an
international exercise, which includes scenariothereast coast, Alaska, Canada, and Indiana.
The scenario in Indiana involved a terrorist attatthkzing a 10 kiloton improvised nuclear
device in a simulated portion of Marion County.rtlegpation of the exercise will take place at
three Indiana locations. In the Indianapolis Mptiidan Area, seven County Emergency
Operations Centers (EOC’s), the Indianapolis Iragamal Airport EOC and the State EOC will
activate and patrticipate in a functional or “Comuh&wost” Exercise (CPX). Exercise controllers
and limited full scale exercise play will occurGamp Atterbury in Edinburg, IN. The
Muscatatuck Urban Training Center (MUTC) in Butidey IN will be the site of a full scale
Exercise or “Field Training” Exercise (FTX). Stated Local agencies will fully participate in
the exercise for 72 hours. The exercise will 8&taste and local agencies response efforts to such
an event and will facilitate the integration of Matl Guard and Active Duty forces support to a
local response. U.S. Army Northern Command (NORTHA and the National Guard Bureau
(NGB) partnered with the Indiana Department of Htamd Security (IDHS) for the integrated
response.

Mike Palmer, N9FEB, ARRL EC of Marion County, INcANolunteer Staff Member of Marion
County Emergency Management, was the Amateur Ragimmunications Leader.

Marion County maintained primary Incident Commal@)) pecause the disaster happened in
their county. The other participating counties evd8oone, Hamilton, Hendricks, Hancock,
Johnson, and Shelby. There are mutual aid agresnmeplace that describe how each county
supports the other in large scale incidents.

Incident Command at MU
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Mike attended the Ardent Sentry planning meetingsat the conclusion of the first meeting,
when asked if there were any questions / concétikg asked “Why wasn’t amateur radio
written into the response?” The reply was “Goodsiion ... make it happen.”

There were serious hurdles facing Marion Countyh@nonset of this exercise. First, the
county’s 800Mhz trunking radio system would noteothe 65 miles from their normal response
area. Ardent Sentry Coordinators and Evaluatovssad that responding agencies would have
to use the 800Mhz Statewide Radio System (SAFETH)s was further complicated because it
was determined that IC would only be given two c¢tes in which to call out of the area and
that the remaining four channels would be usecherotitput of the repeater frequencies, hence
simplex operations for the responders and two tepgéor IC.

Because of this development, 200 Motorola radiastbde programmed for issue at the disaster
site when, in reality, all responders would haveied their own radios. These radios had to be
signed in/out for each Operational Period, thua/gig the response rate.

Radio distribution point
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Likewise for ham radio, if this event was carriad mside Marion County, local hams would
have had at least 8 VHF and 10 UHF Repeaters inhatli use; not to mention simplex could
have been used to cover IC to EOC operations.n®uarlC area was 65 miles away from the
EOC.

A recon was performed early on to find what repesateuld provide coverage from Marion
County to Jennings County and yet provide covefagthe other participating counties and
Camp Atterbury where the Forward Joint Operatioast& (FJOC) was located.

There were only a few repeaters that met thesaresgents; Shelby, Bartholomew, Johnson,
and Marion Counties. But one repeater system stabdmong the rest, the WOWIN Linked
Repeater System. This VHF/UHF linked system hagm@ge over most of central to southern
Indiana, so it was used as the primary communicatiok ... but not the only link.

Map showing various ham radio repeaters betweeantCEOC and debris field
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N9FEB wrote the Comm Plan to include UHF FM, VHF BMESB, simplex operations around
the IC area, Echolink, Internet Radio Linking Prangr(IRLP), and HF (40M & 80M)

operations. The hams at MUTC were capable of dipgran a cross-band repeat mode which
would have allowed the IC Commander HT accesséaalsfo any of the EOC’s and Camp
Atterbury FJOC stations on frequency. Also writieto the plan was the use of digital modes,
MT-63 and Slow-Scan. By having multiple bands aratles, we were assured of getting traffic
passed. Several ham radio volunteers had Glolsdi®ong System (GPS) should the occasion
to need them risen. We did not have AutomatictRosReporting System (APRS) running on
this exercise.

[I. What did we set out to do?

The designed mission of the Amateur Radio suppa# t@ maintain a communications network
that would allow the Incident Command to speak witrcounty EOC'’s, the State EOC, and the
remote site for Indiana Department of Homeland 88c(IDHS) as well as MARS liaisons in
order to disseminate information to a wider audéeenc

Just a few days prior to the exercise, the AmaRadio mission changed when N9FEB was
asked by EMA to post themselves as Staging Areaalglars for Incident Command, which is a
vital role to the success of the overall disastsponse. The hams were also to distribute
Personal Protective Equipment (PPE) clothing tpaading Law Enforcement and Emergency
Medical personnel.

The hams also assisted Metropolitan Emergency Caruations Agency (MECA) personnel in
the distribution of radios to all emergency respasdsigning them in/out as needed. By
accepting this mission, all other amateur radiovaies took second stage.

The exercise was being evaluated forligéroperability / National Incident Management
System (NIMS) Compliance and use of the Nationgpp&tese Plan (NRP), State Response Plan,
and local Emergency Management Plafi$ie ham radio volunteer coordinators
(ARES/RACES/MARS Leaders) were to ensure all weramiant with at least IS-100 and 1IS-
700 certificates.

lll. What actually happened?

As in any disaster response, first responders ety to the ‘fight’. A couple of exceptions
were allowed on this response due to the distdreetiad to travel and for NIMS accountability
purposes, everyone had to process onto the MUT @alilPost.

We were allowed to arrive at MUTC prior to the firesponders, where we established
communications with the EOC immediately using th@WAIN System. Knowing this was only
a temporary location, we did not put many antenngdace. Incident Command was also in
place prior to first responders arriving.

Submitted by Michael R. Palmer, NOFEB



Once given the order to relocate and establisisthging Area, we did so just as 168 responders
arrived. It was pretty hectic, but all tasks waceomplished: communications was re-
established, radios and PPE were issued, and dgen§tArea was operational.

Staging Area Ham Radio Operations

The entire exercise was divided into six 12-howrafional periods giving response
opportunities to each county. The IC leadershgnged with each period as did all responders;
Law Enforcement, EMS, and Fire Rescue. Nationar@units arrived day & night throughout
the exercise.

The military was represented by numerous Nationar@ units from Indiana, lllinois, Ohio,
Kentucky, Maryland, and others. The Civil Suppeam (CST) was well represented with it's
communications equipment. It was evident thatiaits came with very well trained soldiers.
State-of-the-art communications equipment, MPs, ibd@dand Air units were all represented.
Many hams visited each bivouac site to exchangenmdtion and the Guard did likewise, most
visited our operations.
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KY National Guard Ohio National Gda Portable Air Traffic Control

Arriving at MUTC after the exercise was well intpeyations, were members from FEMA,
Environmental Protection Agency (EPA), and Indidithan Search & Rescue (INTF-1).

FEMA MERS Vehicle EPA Vehicle

Indiana drbSearch & Rescue Task Force 1

There were those volunteers no disaster can bewtith. the Red Cross and Salvation Army.
They were at MUTC supplying food, water, and ideoger Post.

Submitted by Michael R. Palmer, NOFEB



Salvation Army and Red Cross working together ~ Tutu (Red Cross) delivering water

There was no amateur radio support given to eReetr Cross or the Salvation Army. No actual
shelters were set up, however, sheltering was adéddeusing WebEOC and a tabletop scenario.
The Indianapolis Department of Public Works opeataeefueling point 24/7 during the
exercise.

In Marion County, incidents of all sizes are tragtkesing internet based software called
WebEOC. By inputting incidents to this site, resgpers and managers alike can view what is
happening throughout the entire event. Persogeled in can update the situation boards, send
emails and alert notifications to a whole hostrokegency managers. For instance, the
Department of Public Works (DPW), Water Companys Gampany, Law Enforcement, EMS,
Hospitals, Red Cross, Fire Departments, Nationar@uand even Ham Radio. Members of the
Marion County Auxiliary Communications Group ardtaarized access to this website.

Ardent Sentry was entered as the active incidetitaaxyone logged in could read what had
transpired since it began and what is happeningotly. Special boards are available for
inputting / viewing for Sheltering and Hospital®ne can look at where each shelter is and
which are full as well as which hospitals are rejecpatients and other vital bits of information.

Public Information Releases were done through Web@®©well. Rather than have an
insurmountable number of media try to gain accesbd secured EOC, news updates are
performed via this internet system so that all irecéhe same exact information at the same

time. It was the intention of the Ham Radio ComliamRo copy these released messages and put
them out via amateur radio using local VHF-UHF @pes, but most importantly on HF using
MT-63; sending them to MARS groups, IDHS Ham Teand other ARES / RACES hams for
further distribution.

The Department of Defense implemented the use oNV\&\simulated news agency. WNN
reported on exercise events from a National / amjiperspective. The newscasts were
downloadable from a secure website to prevent ental viewing from the public.

Marion County EOC Operations

This EOC has state-of-the-art electronics withianitl decision-making representatives from all
City-County agencies are assigned to workstatinr@gsdoordinated fashion. Members from Law
Enforcement, Fire, EMS, Red Cross, various Utsitidospitals, Voluntary Organizations Active
in Disaster (VOAD), and many others are presefterd is also an Amateur Radio station in the
room. The EOC Manager has control of more thaozal wall-mounted screens in which he
can display video from various news sources, mapgaftware (GIS-CAD), and Helicopter
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downlinks. From here, all equipment and persodrsgatched are tracked using active wall
displays and WebEOC.

EOC Operations N1HQH, Ken at the EOC Ham Radiati®nh

Surrounding County EOC'’s

Each of the other six counties involved in the ey, were to man their ham radio stations
during the operational periods they were involvethwListening intently to the chatter on
various bands, there was no official traffic passeer-the-less, the ham radio operators were
ready should the need have come.

IDHS Ham Team Operations at Camp Atterbury andStia¢e EOC

Members of the IDHS Ham Team (IN State RACES) deelraetween two locations, the Joint
Operations Center (JOC) at Camp Atterbury and taeeEOC in Indianapolis. They were kept
busy passing traffic between the two points.

IBHMobile Command Centers

Military Affiliate Radio System (MARS) Operations

MARS was written into the Comm Plan in order tophilcilitate getting PIO Releases out to a
wider audience. In the coordination phase, Ind@wadinators for Army MARS (N9NIC Jeff
Hammer), Air Force MARS (WA9ZCE Dave Crockett), ddavy/Marine Corps MARS (K9PS
Paul Schmitt and KE9YZ Herman Huffman) were corgddbr this purpose. MARS has far
more responsibility than the old ‘health & welfatedffic they passed years ago, they now
support their military affiliates passing quiteiadf traffic as well as supporting outside
agencies; i.e. Army MARS supports Transportatioouiey Administration (TSA) through a
Memorandum of Understanding (MOU) and during thssster exercise, there were several
aircraft accidents, of which a simulated DC9 ambaing 737 each crashed independently near
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downtown Indianapolis when their navigational sgstdailed due to Electromagnetical Pulse
(EMP) emissions from the explosion. MARS membeesenprepared with all modes and bands
to include WinLink and HF Phone Patching.

MARS Joint Operation Center antenna farm
V. What went well, and why?

Initial coordination between Comm Leader and theows ham radio group leaders was
excellent. All were eager to be a part of thisreise once the scope was explained. Repeater
owners were contacted and access was granted theumcident needed, cart blanche. To
ensure repeaters would be operational, technitramsled and ‘tweaked’ systems. Echolink
and IRLP were made accessible on repeaters theyywa¢mormally found on.

Having the ability to send pictures from the inciti® the various EOC’s was great. EOC
representatives could not get enough pictureieggshad no visual means to see what was
happening outside their area. N9FEB sent pictugeSlow-Scan using MMSSTYV from the
incident area and MARS and EOC hams acknowledgeipteof them. Likewise, pictures were
sent to the IC from the outside area to show welinatirectional communications. Evaluators,
first responders in the Staging Area, National @ysersonnel, and many other visitors to the IC
ham radio trailer witnessed these transmissionsagand amazed hams had this technology
available to them. Here is a sample of a recepretdire sent via slow-scan:

Pictured front to rear: KC9GUN (Marsh), KCOHSZ Jednd WOVCS (Bob)
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The Comm Trailer used at MUTC belongs to N9FEBis vired for both AC & DC operations.
There are three 20A AC circuits plus two 120V Igyhitside. On the DC side, there are three
low voltage fluorescent lights and three accesgdgarette lighter type) plugs running off one
deep-cycle battery. Additionally, there are fimdeépendent radio circuits, individually fused,
running off two deep-cycle batteries. There weéxespare 75AHR batteries taken as
replacements. We had two additional 75AHR batseioerun laptop computers. Our operation
was totally DC operated and could have lastedast [@¢ days on DC.

All those who volunteered to work a shift arriveatlg enough to receive training from those
they were replacing. These hams were truly deelictt the success of our mission.

V. Issues and Recommendations

Issue: Not enough ham responders knew how to tgpdigital modes

Discussion: There is a lot more to helping in aresgancy than talking on an HT
through a FM repeater. More hams need to leaitatlgperations. There seems to
be many Technician Class hams wanting to be ingblvith emergency
communications who also own computers. These pengl % the way to operating
in the digital world ... all they need is an inteasound card driven). Most
software is free and there are plenty of experié@ans that will help teach how to
use them. N9FEB ran PSK and Slow-Scan Nets on 8hiBlex and through
repeaters in order to get interested hams involvdtere is a large interest by the
ham community for digital technology; however, fevake the $30 / $40 purchase
for the interface.

Recommendation: | would recommend demonstratingwardigital modes every
chance one gets. This could be done at club ng=etinby inviting interested hams
to a common meeting place just for this purposaviity monthly or quarterly on-
the-air practice sessions will build the confidetioey need to perform these tasks in
an emergency.

Issue: Battery Power, Generators, and Commercial AC

Discussion: If commercial power is available, blynaéans use it. For this exercise,
when we first set up the battery charging operateatrthe registration area,
commercial AC was readily available within 30’ afresite. Once we relocated to the
Staging Area, no AC was available, yet lighting &attery charging still needed to
be accomplished. We ran a 5KW generator for #sk aind with such a light load on
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it, 6 gallons of fuel lasted 20 hours. The hamaagberations ran on DC the entire
exercise. Late into the exercise, we ran AC taithier for laptops and a fan.
Recommendation: Be prepared to operate on DC wistreftering into a disaster
site for at least 48 hours minimum. Take a battéigrger so that when your
generator is ultimately put into service, you caarge those discharged batteries.
Take extension cords that are properly gaugeddar gperations. Do not attempt to
run several cords plugged into each other anymtistahave long continuous cords
available.

Issue: Radio Checks and Logging of Radio Use

Discussion: Logging should have commenced as setimealC hams were
established in the Staging Area and communicatasmade to the EOC. The
voice link was established but logs kept haphayar@inly key communications
were logged and at some point in the exerciseetbEgpped. Information came
quick at the onset of the exercise, but as time/gne, information stopped. Hams
were to pass Public Information Releases via varadigital means, but due to the
sporadic releases, none were transmitted as Ipitrdended. Because of the lack of
traffic, the primary band was quiet a lot of theéi Hourly radio checks or roll calls
should have been implemented to ensure communisatias still available and to
inquire who was participating in the exercise. Whkeunties outside Marion got
involved in the exercise and EOC'’s were openedded, those EOC'’s should have
announced themselves on the primary frequencyas stome EOC'’s did not have
UHF capabilities (the primary band), however, Mar@ounty was monitoring its’
Emergency Repeater which is on VHF which all castould reach.
Recommendation: Having a formal or even informalweuld have resolved the
issue as to whom was participating in the exercigge NCS would have initiated
hourly roll calls and reminded all stations to kegod logs. The NCS could have
prompted WebEOC users, who had HF privileges, ézklior PIO Releases so that
the EOC hams would not have been burdened witheifsict. WebEOC was the
primary means of releasing information to the puiblThese messages would have
then been passed to awaiting MARS, RACES, and AREi®Ns.

Issue: EOC’s not monitoring ham radio frequencies

Discussion: It may be that not all EOC’s have amnatadio equipment installed in
them. Some EMA Directors may have use hams to tmogovernment radios and
not thought of amateur radios at all.

Recommendation: Notify all EMA Directors that haadlio will be available
throughout the disaster exercise. Notify themafrycommunications plan and have
a backup plan. Every EOC should have an amatdio station in or near it, and if
there is none, EMA Directors should reevaluatertb@in communications plans.

Issue: Sleep Deprivation

Discussion: It is unknown how long each ham openatts up prior to his/her shift,
but it is certain that with heightened anxiety levand adrenalin, it was a perfect
setup for disaster. Hams performed their shiftsfannd themselves staying awake
assisting the next operator or just hanging ardané@nowledge and experience.
Recommendation: It is critical to any operatiorhé&wve their personnel alert and
prepared. Being on duty tired will lead to pooemgting practices or worse. Each
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operator must be made to rest when not on shaif individual is scheduled for
another shift in the near future.

VI. Unexpected Results

Ham radio operators did not expect to become Sgafjrea Managers when this exercise began.
Being able to adapt and assist EMA in this new imisked to us not performing our primary
goals as described in the Comm Plan. Even withdhange, | believe hams did an outstanding
job overcoming this hurdle.

VIl. Conclusions

Amateur Radio will always be a vital backup radetwork to commercial systems. Itis up to
hams to stay in practice using net procedures and gperating practices. If hams are to work
with government offices like EMA, it is imperatitieat they complete the NIMS Courses and be
familiar with local directives and Emergency Managat Plans. Many hams have refused to
take these free courses, stating that in a ‘reargemcy’, they will take anyone. Hams have to
be proactive and current with training standardshey will never get the opportunity to
participate. Indianapolis area hospitals, Red §rasd Salvation Army have all required NIMS
training of its’ volunteers since 2006.

More qualified hams need to volunteer for these@ses in order to hone their skills to be better
enabled to assist EMA and other agencies. Godeltafe training, as this exercise was, will
teach more to volunteers that any classroom settneg could.

Hams need to grow away from 2M FM type operatiams$ get into the digital modes. These
modes can be used by all classes of operatordpatwtal disasters, will most probably be done
using VHF or UHF.

As this was the first Ardent Sentry Exercise todnaiwilian agencies participate in it, and it was
also the first National “boots on the ground” dej@ld exercise of its size, it was a huge learning
opportunity for all who participated. Hams weradw at all levels to support it; it would have
been a travesty for the IC Commander to have & mgitem that would not work, look for ham
radio support and it not be there.
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APPENDIX A
Acknowledgements of hams involved with this exercis

N9FEB, Michael R. Palmer, Amateur Radio CommunaratiLeader
Muscatatuck Urban Training Center (MUTC) Incidemmn@nand & Staging
N9FEB, Mike Palmer
WOVCS, Bob Northern
NN7C, Jeff Skinner
NODVL, Spencer Gibbs
KC9GUN, Marsh Brynildson
KC9HSZ, Jeff Butler
WA9VBG, Sam Carter
WOGRE, John Lee
KBO9UFW, Stan Whelchel
KA9RKD, Jeff Lumpkin
K9GLT, Mike Polster
Marion County EOC
N1HQH, Ken Sullivan
N9ALD, Aaron Donaldson
KC9KUS, Bruce Craig
Hendricks County EOC
WORXR, Bob Burns
N9KQI, Dave Asher
Johnson County EOC
WB8ISH, Jack Parker
WD9DVA, Ed Woods
Henry County
WOMKA, Robert Griggs
Shelby County
KB9ZYC, Jay Hilderbrand
IN State EOC
KBI9RDS, Steve Wendt
ABONP, Bob Guernsey
KC9DTB, Jerry Skoll
KKOL, Dr. Jay Wright
KCI9GLQ, Ken Bandy
N9KZJ, Dave Jarvis
N9IZN, Ed Conder
N9KT, Dave Spoelstra
IN State IDHS Remote Site, Camp Atterbury
WAO9NCF, Mike Rollins
KC9FLB, Fred Duncan
N9OI, Steve Heininger
KC9ELB, Brenda Haler
NOYM, Trevor Fulk
N9VKZ, Greg Oberc
IN State IDHS Remote Site #2, MUTC
WODEW, Don West
KC9EEL, Russ Lopez
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KC9EEM, Lynn Lopez

NIKVX, Jim Anderson
IN ARES

K9ZBM, James Sellers

N9YNF, Dave Pifer
MARS, Army

NONIC, Jeff Hammer

N8HS, Bert Sawyer (Detroit, Ml)
MARS, Air Force

WA9ZCE, Dave Crockett
MARS, Navy/Marine Corps

KE9YZ, Hernam Huffman

K9PS, Paul Schmitt

KW9B, James Finchum, Jr.
MARS, Navy/Marine Corps at TSA Office Indianapolis

W9OXTZ, Dave Love
WOIWIN Repeater System

KB9SGN, Michael Poe
Indianapolis VHF-UHF Repeater Club

WA9FDO, Mike Sercer
Columbus Radio Club

WD9HTN, Marion Winterberg

Submitted by Michael R. Palmer, NOFEB



